











Accounts also spread unsubstantiated claims that
the Minister of Environment and Climate Change,
Steven Guilbeault, obstructed fire management
efforts. The account Canada Proud (242.7k

followers) published several posts to this effect.

Finally, some posts used ‘culture wars’ narratives
and allegations of government overreach to
criticise climate policy. A post by psychologist
and influencer Jordan B. Peterson responded to

a message by Guilbeault arguing for the need
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for greater climate action - in it, Peterson (5.6m

followers) overemphasized the role of arson and
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#BOMBSHELL: New testimony alleges that Parks Canada, which is run
by Trudeau Liberal environment minister Steven Guilbeault, threatened
to ARREST private firefighters who arrived to help protect Jasper during

as a pretext to restrict freedoms.
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Figs. 54 and 55: Examples of posts on X claiming that the
Canadian government obstructed fire management efforts

and threatened to arrest firefighters.
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suggested that the Canadian government is
using such events to enact social control.

Fig. 56: Tweet by Jordan B. Peterson (5.6m followers)
suggesting that the Canadian government is using wildfires
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Addendum: Hurricane
Misinformation on TikTok

In October 2024, two major hurricanes — Helene
and Milton — made landfall in the USA and left
devastation in their wake across multiple States.
In tandem, social media became overrun with
dangerous mis- and disinformation with many of
the narratives consistent, if not identical, to those
identified in CAAD’s wildfire research above. The
following analysis, produced by Media Matters for
America (MMFA), examines trends specifically on
TikTok in response to these climate events.

Conspiracy Theories about Lithium
Mining

Conspiracy theories spread quickly across TikTok
in the aftermath of Hurricane Helene. One popular
narrative falsely claimed the storm was not a
natural occurrence, but rather engineered with
the goal of devastating North Carolina and
clearing land for a lithium mining operation.
“Can | say what | find suspicious as s**t?” said
one user, in a video with over 1.8 million views,
“That one of the areas affected by Hurricane
Helene is the world’s largest lithium deposit and
the DoD just entered into an agreement with this
company right here to mine lithium for electric
cars starting in 2025. Now that area is completely
devastated.”

Another video with over 119k views stated that
the hurricane was a “weather modified storm to
displace the residents of western N. Carolina so
a land grab can take place.” One user explicitly
encouraged viewers to research the conspiracy
theory, saying, “Just look up flooding and lithium
and discover the rabbit hole you go down’,
garnering more than 205k views in a few days.
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Federal Emergency Management
Agency (FEMA) and Threats on the
Ground

Following devastation in North Carolina and
Tennessee, users took to TikTok to share their
personal experiences. Videos claiming that the
death countwas much higher than official reports,
along with victims begging for help, garnered
millions of views across the platform. While it is
common to see misinformation thrive during a
crisis, especially as events unfold in real time, the
volume of content directly targeting FEMA was
stark. Users claimed the agency was withholding
aid from affected communities, forcibly
ejecting volunteers (video since removed) and
confiscating supplies in Appalachia. False claims
also suggested FEMA had been “obstructing”
or confiscating supplies and closing roads
and bridges, preventing residents from leaving
aoffected areas. These baseless allegations
became so widespread and disruptive that
the White House, FEMA, state and local officials,
and media outlets were all forced to issue fact-
checks, in part to prevent threats of violence from
escalating and endangering frontline responders.

In response to these viral claims, TikTok users
began glorifying violence against FEMA
personnel. Several videos promoted an unverified
claim that a FEMA agent “got a whooping” from
residents for “acting arrogant” and denying aid to
North Carolina victims. One video with 2 million
views celebrated this rumour, saying, “Way to go
locals. Stand up for yourself. You guys are doing
an amazing job. | mean that’s just the beginning.
People need to stand up and put FEMA down.”
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https://www.whitehouse.gov/briefing-room/statements-releases/2024/10/05/interested-parties-memo-fighting-hurricane-helene-falsehoods-with-facts/
https://www.fema.gov/disaster/recover/rumor/hurricane-rumor-response
https://edwards.house.gov/media/press-releases/debunking-helene-response-myths
https://www.postandcourier.com/spartanburg/news/spartanburg-sheriff-chuck-wright-hurricane-helene-fema-threats/article_6c4b5d22-8b1f-11ef-a8ab-4f8599e4dd9a.html
https://www.bloomberg.com/news/newsletters/2024-10-25/documents-show-chilling-threats-to-fema-workers
https://abcnews.go.com/US/fema-prepares-hurricane-milton-misinformation/story?id=114637640
https://www.mediamatters.org/media/4024688
https://www.mediamatters.org/media/4024687
https://www.mediamatters.org/media/4024687

Researchers also identified various videos
explicitlyincitingviolence,includingonesponsored
postthat claimed FEMA were ‘Enemies of the State.’
A sponsored post means the user has paid
TikTok to boost their content across the platform.
The post went on to say that “failure to assist
is a capital crime” and that personnel “can be
arrested or shot or hung on sight.”

Following For You

Profile

Fig. 57: Sponsored post on TikTok declaring FEMA employees
as ‘enemies of the State’ who should be ‘arrested or shot
or hung on sight’. The same post text was amplified by
accounts across TikTok, X and other fringe platforms.
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Another video, which received over 204k views
prior to removal by TikTok, threatened FEMA
employees directly, saying: “If you're trying to
deny people access to help in the affected
areqa, be advised. We're still under the War on
Terror emergency declaration, if you violate your
constitutional oath to protect and assist, the
charge will be TREASON. Punishment can mean
being unalived immediately by the citizens you
are withholding aid from.”

e

*  Dear Feds and Fer}c\%ﬁ.

If you're trying to deny
people access to help in the
affected area, be advised.
We're still under the War on
Terror emergency
declaration, if you violate
your constitutional oath to
protect and assist, the
charge will be TREASON.
Punishment can mean being
unalived immediately by the
citizens you are withholding
aid from.

P Just watched

Fig. 58: Post on TikTok directly threatening FEMA employees

These threats forced the agency to take safety
precautions while distributing aid, and in at least
one case temporarily pause aid altogether.

In Rutherford County, North Carolina, and Carter
County, Tennessee, FEMA workers faced threats
of violence from armed militias. According to The
Washington Post, on October 12 a North Carolina
resident was arrested after officials were notified
that “a white male had an assault rifle” and had
made comments about harming employees. On
October 15, a group of disaster relief workers also
reported facing down armed individuals.
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https://www.washingtonpost.com/weather/2024/10/13/federal-officials-nc-temporarily-relocated-amid-report-armed-militia-email-shows/
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https://www.wjhl.com/news/local/fema-workers-threatened-in-carter-county/

Calls for Civil War

Rampant misinformation also spurred calls
for “civil war” and “revolution.” A video that
garnered 82k views before its removal shared
the same unverified claim about a FEMA agent
being assaulted and alleged the US government
was going to “execute martial law and roll out the
National Guard to protect FEMA.” The creators of
the video suggested “this might be the beginning
of that war that everybody'’s been thinking about.”

Another video with 26k views before its removal
called for TikTok users to ‘rise up’ and defend
the US from its supposed domestic enemies,
saying, “If you have ever sworn an oath to the
Constitution of the United States of America to
defend this country against all enemies foreign
and domestic — then it got real f*****g domestic.
Stand by awaiting the rally point. I trust we will all
do the right thing together.” On a video that had
54k views and perpetuated false claims about
FEMA “confiscating supplies” or blocking them
from affected areas, the top comment read “Civil
war is coming.”

Similarly, a popular video called for people to
organise a convoy against these perceived
injustices while invoking the “Great Replacement”
conspiracy theory, which claims that elites are
trying to replace white Americans with non-white
immigrants —it garnered over 114k views and 26k
likes before being taken down.

Alexa’s Hurricane Milton Prediction

Before Hurricane Milton made landfall on the
west coast of Florida, users posted videos of
themselves asking their Amazon Alexa (a smart
speaker) unanswerable questions about the
storm. The device provided inaccurate answers
pulled from fandom.com, a user-generated
entertainment and gaming platform, sparking
conspiracy theories that garnered over a million
views on TikTok.

The videos centred around one common
question: “Alexa, what kind of hurricane was
Hurricane Milton?”, which received the Alexa
response “From fandom.com: Hurricane Milton
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was an extremely powerful Category 5 hurricane
that caused widespread damage across its path
in October 2024”". This bolstered viral claims
that the hurricanes were in fact planned and
geoengineered. One user ended his video by
asking viewers, “they’ve already predicted the
outcome, | wonder why?” and received at least
738k views. The top comment claimed that the US
government “is using Geo-Engineering/Weather
Modification to kill its own people” and racked up
over 3.5k likes.

- Alexa can see the future?

about ti
2,352 comments

the joker

"There are No Coincidences."

The U.S. Government is using Geo-Engineering/
Weather Modification to kill its own people.

It's Agenda 21-The New World Order

[They] plan on Killing (7) people by 2030

Reply &3 )3 571 g)

Fig. 59: Top comment on TikTok video with over 738k views,
implying Hurricane Milton had been orchestrated in advance

Researchers could not replicate this exactresponse
from Alexa. However, when asked about fatalities
from Hurricane Milton, the device did suggest a
death toll and monetary damages for a storm
which — at the time of analysis - had not yet made
landfall. Alexa’'s response cited the Hypothetical
Hurricanes Wiki, a “comprehensive database of
hypothetical tropical cyclone articles that anyone
can edit” within fandom.com.

Welcome!

HHW

Welcome to the Hypothetical Hurricanes Wiki, a wiki-based P! \sive of hypothetical tropical cyclone]
articles that anyone can edit.

Important note: with the exception of a few pages from Wikipedia and other administrative pages, all of the pages on
this website are hypothetical, i.e. not real or fictional. Any similarity or coincidence to real-life events is purely

coincidental.

Fig. 60: Website cited by Amazon Alexa device when
providing inaccurate information about Hurricane Milton.
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https://www.mediamatters.org/media/4024615

Conclusion

Extreme weather events in the last year provided
a_catalyst for the spread and mainstreaming of
conspiracy theories, as well as wider anti-scientific
misinformation. These narratives continually seek
to downplay the role of climate change in driving
events including wildfires, hurricanes, floods,
heatwaves, droughts or other natural disasters.

Malign actors exploit reporting to obscure any
links to climate change, blaming everything
from arson and lasers to chemtrails and cloud-
seeding. The same actors also weaponise these
crises to undermine climate action, highlighting
vulnerabilities for policymakers as extreme
weather events become more frequent and
severe. Meanwhile, platforms appear continually
under-prepared for the surge of misinformation
that occurs before, during, and after climate
disasters — in some cases, these baseless claims
have become the defining narrative and produced
immediate, observable harm. Calls for violence
against frontline responders align with a growing
playbook of abuse and harassment directed at
scientists, weather reporters, and climate activists.

N\

Beyond the immediate threat to individuals,
misinformation can have dangerous long-term
impacts. Research has shown that extreme
weather plays a significant role in shaping beliefs
about the climate crisis — however, it should not be
assumed that direct experience will, by default,
make people more supportive of mitigation and
adaptation efforts. Indeed, a recent report by the
Yale Program on Climate Change Communication
suggests the opposite can be true. Residents in US
coastal areas were shown maps with projected
sea-levelrise, laying outthedirectriskto theirhomes
and communities; perversely, this appeared to
reduce concern, even among households forecast
to experience severe flooding in the coming
decades. As we saw in the wake of COVID-19, fear
and trauma are often disempowering emotions
and create fertile territory for conspiracies to thrive.
Faced with the dire impacts of climate change
and the extent of system change needed in
response, mis- and disinformation may offer a
neater and more comforting version of reality.
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https://www.tandfonline.com/doi/full/10.1080/14616696.2023.2277281#abstract
https://www.nature.com/articles/s41893-024-01380-0
https://pmc.ncbi.nlm.nih.gov/articles/PMC9325658/
https://pmc.ncbi.nlm.nih.gov/articles/PMC6238178/

Case Study 3: Fossil fuel advertising

on Meta

As outlined in previous CAAD reports, fossil fuel
companies and their lobby groups, trade
associations and related entities spend heavily
on advertising throughout the year. These
entities could be advertising for various reasons,
including to influence the public, avoid regulation,
or ultimately delay the transition to clean energy.

Greenwashing is best summarised as “talk clean
act dirty”. The purpose is to provide fossil fuel
producers with a “social licence” to operate, while
touting marginal or experimental green projects
to the public. Greenwashing is now consistently
prominent from companies, as CAAD documented
daily during COP28.

There is a continued (and conscious) disconnect
between the activities presented by companies
in marketing and PR, versus their actual business
practices or investment plans extending as far as
2050. Scorecard after scorecard has shown that
these corporate actors are not on track for Paris-
aligned targets. A special report by the International
Energy Agency in November 2023 also found that
just 1% of global clean energy investment came
from the oil and gas industry.

The Oil and Gas Industry in Net Zero Transitions

Investment in clean energy by oil and gas firms
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I Oil and gas companies currently account for just 1% of clean energy investment globally
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Fig. 61: Graph from IEA special report published in November 2023
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https://www.budget.senate.gov/imo/media/doc/fossil_fuel_report1.pdf
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https://www.oilchange.org/wp-content/uploads/2024/05/big_oil_reality_check_may_21_2024.pdf
https://carbontracker.org/oil-and-gas-companies-are-way-off-track-from-paris-agreement-goals-finds-new-combined-alignment-scorecard/
https://www.iea.org/news/oil-and-gas-industry-faces-moment-of-truth-and-opportunity-to-adapt-as-clean-energy-transitions-advance

Extreme Weather, Extreme Content: How Big Tech Enables Climate Disinformation

Some specific techniques of greenwashing are summarised in the image below from an overview of 150

academic and other independent studies by Stop Funding Heat:

GREENWASHING
CLAIM

No proof

Hidden
Trade off

Vagueness

False Labels

Irrelevance
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Lesser of Two
Evils

Fibbing

False Hopes

Fearmongering

Broken
Promises

Injustice &
Hazardous
Consequences

Profits Over
People

We're In This
Together

Dirty Business

Ad Bluster

Political Spin

It's The Law,
Stupid!

Fuzzy Reporting

FIRM LEVEL

Co-opted
endorsements

Ineffective
voluntary
programmes

DESCRIPTION

Claim cannot be substantiated by a reliable third
party.

Focusing on a narrow set of attributes without
attention to other important environmental
issues.

Poorly defined environmental attributes e.g.
“non-toxic”.

Presenting a label that has no meaning or basis
in action e.g. “fights global warming”.

A true statement that is unimportant to
environmental consideration.

A true comparison that risks distracting from the
overall picture of environmental impact e.g.
“organic cigarettes”.

A false statement about a product or firm.

Using the possibility of environmentalism in the
future as a way to claim environmentalism now.

Fabricating insecurity in order to exaggerate the
negative impact of not taking environmentally
negative actions.

Exploiting the hopes and trust of people without
follow up.

Covering up the winners and losers from
environmentally damaging activity.

Appearing to put people first in communications
while in fact prioritising the bottom line.

Putting the onus on individuals or communities as a

CASHING IN ON CLIMATE DELAY: BIG TECH'S ROLE IN GREENWASHING THE FOSSIL FUEL INDUSTRY

CHAPTER 3 - GREENWASHING - THE CONTINUATION OF CLIMATE DELAY

FOSSIL FUEL INDUSTRY EXAMPLE

“We are investing more than ever into renewable energy” alongside little to no
transparency into company investments.

“By extracting il from the North Sea, transport emissions for our products are
very low” While this s true, it avoids the emissions for extraction, and that
other local energies are cleaner.

The “natural” in “natural gas™ does not really mean anything and can trick
consumers into thinking the product is relatively sustainable.

Corporate front groups have often provided positive sounding labels for fossil
fuel companies to boast being a part of, such as membership of the “Global
Climate Coalition”.

The automotive industry will often promote rising numbers of electric vehicle
models despite slower growth in sales.

A common comparison is the lower oil and gas emissions to coal. Oil and gas
emissions are still very high compared to other forms of energy.

Volkswagen fitted hundreds of diesel models with technology that could cheat
emissions tests so they could lie about the sustainability of the product.

Many airlines imply sustainable aviation fuels can solve industry problems
when they are in reality a highly unproven technology, and not being invested
into sufficiently.

Using the insecure feeling of the war in Ukraine as a reason to double down on
fossil fuels, despite the costs of such energy soaring.

“Fracking will lift up poor, rural communities” is a term regularly used to obtain
social license to operate, but when this does not occur, companies do not
correct the record.

Qil and gas companies are not very public about local environmental effects
like water contamination, air pollution or accidents that occur as a result of
fossil fuel extraction, nor the comparably high profits made from the activity.

An automotive firm stating “the planet and its citizens are our number one
priority” would be greenwashing if internal company records show a lack of
this.

The concept of measuring and managing individual carbon footprint was

collective to solve environmental situations directly
controlled by companies.

Participating in an inherently dirty business but
promoting sustainable practices nonethel

Diverting attention from sustainability issues
through use of advertising.

Influencing regulations in a public forum.

Taking credit for actions that are legally
required.

Taking advantage of one-way communication
channels like a sustainability report to projecta
positive image.

Using the positive environmental or social image
of another person or organisation to boost the
reputation of your own.

Giving the impression of self-regulation but not
taking any meaningful action.

llegedly created by BP.

Given the latest climate science, any fossil fuel company opening new oil and
gas fields while presenting themselves as sustainable is arguably
greenwashing.

Spending hundreds of thousands on an advertising campaign during Earth Day
wihile not changing capital investments.

Fossil fuel companies in the USA often use advertising to encourage citizens to
vote against local legislation. Usually adverts will exaggerate prospective loss
of employment or tax revenue resulting from such regulation.

Oil and gas firms may take credit for eliminating gas flaring despite this being
alegal requirement in many places.

Shell's "Sky Scenario” covered in the previous chapter does not critically
assess its own operations, making it hard to meaningfully learn from.

Partnering with a climate- or nature-focused NGO, or paying an eco micro-
influencer to take a photo at a branded gas station.

Selling carbon offsets for consumer flights gives the impression of net zero
flying but in reality does not achieve this.

Fig.62: Greenwashing claims at the ‘product, ‘idea’ and ‘firm’ level, as summarised by Stop Funding Heat
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One prominent technique found in advertising
- and throughout this case study - is to
misleadingly overemphasize and push solutions
like Carbon Capture and Storage (CCS) as a
substitute for deep, rapid cuts in emissions and a
phase out of fossil fuels. Such options are broadly
considered relevant for industries in which carbon
emissions will be hard to abate with current
technology for the foreseeable future. However, its
deployment by the fossil fuel industry is often used,
falsely, to defend continued oil and gas extraction
while seeming supportive of climate goals. Such
narratives are advanced even though remaining
fossil fuels need to stay in the ground to reach
agreed and critical climate targets.

The same industry actors also still use front
groups to push more aggressive lobbying and
messaging around fossil fuel essentialism. This
has long been a tactic for vested interests, allowing
actors to astroturf (‘the deceptive practice of
hiding sponsors of an orchestrated message
or organization.. to make it appear as though it
originates from, and is supported by, unsolicited
grassroots participants’) and to influence public
opinion at arms’ length, with greater plausible
deniability. In the US at least, these front groups
openly advertise on social _media to achieve
strategic goals; indeed, they are among the most
prolific and high-spending advertisers on climate
and energy issues.

Methodology

For this case study - and given the difficulty in
obtaining useful data from platforms’ existing ad
libraries - CAAD analysts sought to understand
the ‘tip of the iceberg’ for fossil fuel advertising
on Meta alone (i.e. Facebook and Instagram).
Researchers started with a list of entities profiled in
past editions of Deny, Deceive, Delay, which have
historically featured among the top advertisers
searchable on Meta’s database. Using a tool

N\

connected to the Meta Advertising Library API,
CAAD narrowed entities to those that have run a
minimum of $10,000 disclosed in advertising on
Social Issues, Elections or Politics (SIEP) adverts in
the past year. This provided a sample set of eight
entities.

It should be noted that actual online advertising
spend from fossil fuel entities since COP28 will
be far higher than the figures below. We are only
able to pull spend data specific to SIEP adverts
on Meta and have only done so for entities that
we were already familiar with, posting content in
English; this is likely a fraction of fossil fuel adverts
across the platform. The industry also advertises
across a range of social media platforms with less
transparent ad libraries than Meta, not to mention
the rich world of ad placements on radio, TV and
in public spaces, sponsorships of arts, culture and
sport, plus paid partnerships and ‘advertorials’ in

legacy media.

That said, this case study illustrates the amount
of money spent in one pocket of the online
ecosystem, and the kind of content that some of
these entities are paying to advertise.
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Fossil Fuel Spending on Meta: A Low Estimate

From October 24 2023 to October 24 2024, just 8 fossil fuel entities paid Meta $17 million in exchange for

around 700 million impressions.

Minimum Spend ($) Maximum Spend ($) Impressions

Energy Citizens 5,957,400
America's Plastic Makers 2,789,100
ExxonMobil 1,526,600
BP America 1,094,500
Enbridge 990,000
Chevron 880,500
BP UK 800,000
Natural Allies for a Clean 14,900
Energy Future

Total 14,053,000

7,351,818 193,698,000
3,458,003 118,017,000
1,984,200 44,286,000
1,357,509 84,806,000
1,273,312 103,296,000
1,188,085 100,956,000
986,788 52,246,000
22,436 1,814,936
17,622,151 699,119,936

Fig. 63: Total tracked spend of fossil fuel entities spending over $10,000 on the Meta advertising library on Social Issues, Elections or
Politics (SIEP) ads from 24 October 2023 — 24 October 2024, obtained via AdWatch. BP UK’s figure, provided in GBP, was converted
to US dollars using the available exchange rate on the day of analysis.

Of the four fossil fuel companies tracked, BP
spent the most across its two entities in the UK
and America on Social Issues, Elections or Politics
(SIEP) ads, for a total of $2.34 million. ExxonMobil
in the US spent nearly $2 million. Meanwhile
Chevron and Enbridge, also both US entities,
spent over $1 million each. Across all five entities,
total impressions totalled around 385.5 million.

However, it was two lobby groups featured in
past Deny, Deceive, Delay reports that spent the
most and received the most views. America’s
Plastic Makers, the oil industry’s plastic lobby
group, spent between an estimated $2,789,100
and $3,458,003 on advertising. The top spender,
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industry front group Energy Citizens, spent
between $5.9 and $7.3 million — more than the
four fossil fuel companies combined. Between
these two groups and Natural Allies for a Clean
Energy Future, these non-corporate entities
received around 313.5 million impressions.

From 1 January 2024 to 24 October 2024, those
eight advertising accounts spent an estimated
$9.5m to nearly $12 million on Meta ads and
generated over half a billion impressions, as
shown in the table below.
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https://www.pbs.org/newshour/show/the-plastic-industry-knowingly-pushed-recycling-myth-for-decades-new-report-finds
https://www.pbs.org/newshour/show/the-plastic-industry-knowingly-pushed-recycling-myth-for-decades-new-report-finds
https://www.tandfonline.com/doi/pdf/10.1080/17524032.2023.2255388

Minimum Spend ($) Maximum Spend ($) Impressions

ExxonMobil 708,600
BP America 386,500
BP UK 508,230
Chevron 652,100
Enbridge 954,100
Energy Citizens 3,958,600
America's Plastic Makers 2,362,700
Natural Allies for a Clean 3,700
Energy Future

Total 9,534,530

907,377 22,672,000
482,615 28,529,000
637,752 48,639,000
878,467 76,690,000
1,218,756 98,835,000
4,887,842 149,098,000
2,949,352 99,648,000
7,660 1,320,960
11,969,821 525,431,960

Fig. 64: Total tracked spend of fossil fuel entities spending over $10,000 on the Meta advertising library on Social Issues, Elections
and Politics (SIEP) adverts from 1 January 2024 — 24 October 2024, obtained via AdWatch. BP UK's figure, provided in GBP, was
converted to US dollars using the available exchange rate on the day of analysis.

The following section analyses the demographic

reach and content of adverts in this timeframe.

Demographic and Content Summary

In terms of estimated user age, the eight
advertisers followed one of three broad patterns.
ExxonMobil and Energy Citizens’ advertising
strategies ended up reaching (i.e. being shown to)
older users on average. BP, Chevron, Enbridge and
Natural Allies for a Clean Energy Future reached
more usersinthe 25-44 bracket, with Enbridge and
Natural Allies both reaching a substantial number
of 18—-24-year-olds too. Finally, America’s Plastic
Makers reached a relatively even spread of ages.

For estimated gender, most accounts reached
more men than women in every age category,
sometimes more than double. The notable
exceptions are America’s Plastic Makers, who
reached twice the number of women than men,
and Energy Citizens who reached more women
specifically in the 65+ category.
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As for content, all eight advertising entities
spent a high amount of budget on SIEP
adverts across three major pillars:

>Greenwashing, in particular pushing fossil
fuel-oriented approaches like carbon
capture, hydrogen, and ‘efficiencies’ in
existing oil and gas operations.

>Presenting fossil fuels as an essential and
even ‘low carbon’ component of the energy
transition, especially to bolster the US or UK
economy during difficult moments.

> Some fossil fuel companies lobbied for
changes in policies either at the state or
federal level in the US, while industry front
groups attacked existing US policy.



Energy Citizens’ impressions increased steadily
with age, with nearly 10x the amount of 65+ year
olds reached as 18-24s. Gender impressions were
roughly balanced across age groups, although
for 65+ the account reached over 1 million more
women than men. A majority of impressions
reached people in Ohio and Pennylvania, with
Colorado in a distant third.

Total Spend: 3,958,600
4,887,842

Total Impressions:

149,098,000+

Content from Energy Citizens — an industry front
group - differed from the fossil fuel companies’
own campaigns, in that Energy Citizens’ adverts
were more advocacy based. Their content split
into two main categories: one set of ads criticised
government policy, and another pushed fossil
fuels as an essential source for ‘energy security’
or ‘energy independence’. On security issues, the
highest spend advert was one shown multiple
times to users in Ohio, containing a video using a
NASCAR analogy. The video warns against letting
foreign powers supply American energy. Another
heavily implied that without fossil fuels America
could suffer blackouts.

N\

On policy critique, adverts with high spend made
false claims that the US government wants to
dictate what car you can drive, calling out a
“de facto EV [electric vehicle] mandate”. Adverts
specific to Pennsylvaniareferenced potential taxes
on natural gas. Other adverts led with the need to
reduce governmentintervention onenvironmental
or energy policy to reduce inflation.

Energy Citizens

§nemr  Sponsored - y AMERICAN PETROLEUM INSTITUTE
Government mandates could limit the type of car you drive. What you
drive should be up to you

ADV

SHEARAEINERIE TS S Learn more
Let's Protect the Freedom Of Driving Your Way

Meta’s ad library

Energy Citizens

¥om=  Sponsore
Grams  OPONSOTED

y AMERICAN PETROLEUM INSTITUTE

No energy, No lights

no

Frida}f Night“ Lights

~
ENERGY
PAID O BY THE AMESCAN PETROLOUM RETITUTE | CITIZENS

Learn more

Meta’s ad library
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America’s Plastic Makers (APM) is the only
account in our analysis that consistently reached
more women than men, from around 30% to
more than double for the 65+ category. Ads were
targeted in the US but well spread across the
various states.

Male Female Unknown
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2000000 | ‘
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18-24 25-34 35-44 45-54 55-64 65+

Fig. 68: America’s Plastic Maker’s demographic reach on SIEP
adverts on Meta from 1 January 2024 to 24 October 2024,
obtained via Adwatch.

All advertising expenditure for this account went
into campaigns presenting APM'’s ‘sustainable
plastics’ as a means to lower emissions.
Adverts covered an array of case studies such
as sustainability in the auto industry, appliance
energy efficiency and food pouches. Some
more generic ads boasted of billions spent by

APM into “new recycling technologies for a more
sustainable future”.
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America's Plastic Makers
Sponsored - Paid for by AMERICAN CHEMISTRY COUNCIL,
INC

Library ID: 2194684200918723
At ExxonMobil, Pam inspires her team to make plastics that help
increase the energy efficiency of essential products, such as cars &

trucks, washing machines, packaging, and more - while driving
down greenhouse gas emissions.

Pam loves to
solve COMPLEX
PROBLEMS

CHANGE MAKERS"

PLASTICMAKERS.ORG
Meet Brenna

Learn More

Fig. 69: Screenshot taken from Meta’s ad library

America's Plastic Makers
e Sponsored - Paid for by AMERICAN CHEMISTRY COUNCIL, INC
Library ID: 385203204325182
We are investing billions of dollars in product innovations and new
recycling technologies for a more sustainable future
r— -
)
SUSTZmABLE
CHLSGE
7 ¢
e, &
L7 &
164. “F
S PLASTIC
plostlcmdkers.org
Sponsored by e American Chamisry Council, inc. ®
PLASTICMAKERS ORG
n inabl r

A Cleaner and More Sustainable Future e

We're transitioning towards a more circular economy,

in which plastics are reused instead of discarded..

This ad has multiple versions @ 10f 10
- - portognd s e e - u
= = R 1= = S

—

Fig. 70: Screenshot taken from Meta’s ad library
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Natural Allies for a Clean Energy Future (NACEF)
reached more men than women in every age
group, with the most in the 25-34 age range and
fewest in the 65+, suggesting a prioritisation of
younger audiences in their advertising strategy.
They also reached around twice as many men
as women in the 25-34, 35-44 and 45-54 age
demographics. All adverts reached the United
States, with the majority reaching Washington DC.
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18-24 25-34 35-44 45-54 55-64 65+

Total Spend: 3,700 Total Impressions: 1,077,000

Natural Allies for a Clean Energy Future
e Sponsored - Paid for by Natural Allles, Inc.

Library 1D: 301029493057399

Natural gas and renewables are working together to power the future!

Goldman Sachs' energy analysts estimate that as the Al revolution
continues to take off, global data center power demand is expected to
more than double by 2030 and be met with ~60% natural gas and
~40% renewable sources.

GOLDMANSACHS.COM

Generational Growth: Al, data centers and the

coming US power demand surge Learn more
Global data center power demand is poised to more

than double by 2030 after being flattish in 2015-20..

Fig. 72: Screenshot taken from Meta'’s ad library

Fig. 7I: Natural Allies’ demographic reach on SIEP adverts on Meta
from 1 January 2024 to 24 October 2024, obtained via The Meta
ads AP/

NACEF's adverts primarily centred the
importance of partnering natural gas with
renewables. Advert text suggested that this is
becauserenewablesare”intermittent”andframed
natural gas as equally, if not more, affordable
and secure than renewable alternatives. Multiple
adverts specifically called out a need for natural
gas due to the “power shortage risk” of the “Al
revolution”.
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Natural Allies for a Clean Energy Future
e Sponsored + Paid for by Natural Allies, inc

Library ID: 1088734498883635

Thanks to the shift from coal to #NaturalGas for power generation, the
U.S. has seen a reduction of ~532 million metric tons in CO2 emissions
since 2005.

Read more from McKinsey & Company on how continuing coal-to-gas
switching and natural gas infrastructure investments will support the

accelerated rollout of intermittent renewables through affordable and
reliable grid balancing: https://mck.co/4aQeSce

Since 2005, U.S. energy-related
CO2 emissions decreased by

~18%

THANKS TO

NATURAL GAS!

NATURALALLIESFORCLEANENERGY.ORG

Learn more
Natural Allies for a Clean Energy Future

Fig. 73: Screenshot- taken from Meta’s ad library
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ExxonMobil advertised exclusively in the US,
relatively evenly spread across all States. Its most
reached age group was 65+, with more impressions
for men than women across the board. Impressions
for18-24 were very low, suggesting it was not a priority
audience for the organisation like the 65+ range.
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Total Impressions:
22,672,000+

Fig. 74. ExxonMobil’s demographic reach on SIEP adverts on
Meta from 1 January 2024 to 24 October 2024, obtained via the
Meta ads API

The company’s general approach was to
frame certain technologies as the path to a
“lower carbon future”. $150,000 was spent on a
straightforward advert about ExxonMobil's role
in reducing carbon emissions for heavy industry.
Other versions of this ad with smaller spend (up to
$20,000) named carbon capture as the solution.
These adverts have been removed from the
Meta ad library for not containing an appropriate
disclaimer, but according to The Meta ads API
the text of the larger advert read “The world
needs ways to reduce carbon emissions. We're
developing solutions that could work for heavy
industry”. The text of the smaller ads read “Heavy
industry needs to reduce carbon emissions. We're
working on solutions — like carbon capture — that
could help.”

Dozens of other high spend adverts (above
$10,000) present one-question “polls” like “is
recycling important to you?” or “do you support
low carbon solutions to help address the world'’s
net zero ambition?”. Sometimes adverts asked
users to sign a pledge. Across other adverts that
were reviewed, hyrdogren and carbon capture
featured frequently as a “proven” solution to a
lower emissions future.
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Other adverts were state-targeted, like
ExxonMobil's claim of an “all _of the above”
approach for Mississippi, or lobbying to support
certain bills in Arkansas and Louisiana. Similar
lobbying efforts were found at the federal level.

ExxonMobil
tweouons - Sponsored + Paid for by EXXON MOBIL CORPORATION

Library ID: 896141792232580

Do you support Low Carbon Solutions to help address the world's
net-zero ambition?

Take the one-question flash poll:
OvEs!

No

ARE YOU ON BOARD WITH

SUPPORTING
THE WORLD’S
NET-ZERO

AMBITION?
YES | NO

Exchange

FB.ME
RESPOND QUICKLY Sign up

On board with net-zero?

Fig. 75: Screenshot taken from Meta’s ad library

ExxonMobil
exeoweni  Sponsored - Paid for by EXXON MOBIL CORPORATION
Library ID: 852999733700671

ExxonMobil has extensive expertise with hydrogen, is a world leader
in CCS and is developing technologies that have the potential to be
commercially viable with supportive policies.

Discover how hydrogen produced from natural gas with carbon
capture and storage could play a vital role in a lower emission future.

Ex¢onMobil

LOW CARBON HYDROGEN
Could Meet The World’s Energy Needs

While Reducing Emissions

Learn More -

EXXONMOBIL.COM
Hydrogen Technology

Explore the National Petroleum Council's insights
on low-carbon hydrogen solutions & U.S. policy...

Learn more

Fig. 76: Screenshot taken from Meta’s ad library
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BP Americareached the 35-44- and 25-34-year-
old demographics more than others, as well as
more men in almost all demographics. However,
BP America hardly reached 18-24 year olds. Their
adverts were exclusively shown in the states of
Maryland, Virginia, Washington DC, Indianag, lllinois
and (to a lesser extent) Texas.

Male Female Unknown
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Total Spend: 386,500 - Total Impressions:
482,615 28,529,000+

Fig. 77: BP America’s demographic reach on SIEP adverts on Meta
from 1 January 2024 to 24 October 2024, obtained via The Meta
ads APl

BP America’s largest single ad campaign
focussed on__carbon capture and storage,
calling it a “tested and proven technology.” A
cited analysis of why this claim is misleading can
be found in CAAD's Special Edition briefing from
COP28. A sizeable portion of BP's overall spend
was on adverts using their “and, not or” slogan,
implying that there is no need to reduce fossil
fuel production to achieve emissions goals. These
“and, not or” adverts draw attention to BP’s job
creation, investments in renewables, production
of gas with fewer operational emissions, carbon
capture, and biogas (sometimes referred to as
“renewable natural gas”).

A significant amount of ad spend also focused
on local issues in Indiana specifically. Some more
generic ads with lower spends focused on Texas
as a “hub of America’s energy future”, alongside
one discussing lllinois.
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bp America

{:} Sponsored * Paid
INC.

Library ID: 428886983180381

for by BP CORPORATION NORTH AMERICA

Want to know more about carbon capture and storage (CCS)? This
tested and proven technology captures CO2 emissions from
industrial sources and stores them securely in rock formations deep
underground - like those that have held oil and gas for millions of
years.

CO, is captured
at the source

Trar > rt

Compiessed

is transportec

underground

BP.COM/MIDWESTCCS BP.COM/MIDWESTCC

Learn about CCS in Learn More Learn about CCS
Indiana Indiana

Fig. 78: Screenshot taken from Meta’s ad library

bp America

{:} Sponsored + Paid for by BP CORPORATION NORTH AMERICA
INC.
Library ID: 941861164042009

bp supports more than 275,000 US jobs. Like building grid-scale
solar energy and producing gas with fewer operational emissions.
It's and, not or. See what doing both means for energy nationwide.

Achg Solar Farm, OH

bpx Onshore Gas Processing,
Permian Basin, TX

WWW.BPCOM
See How bp is Investing in America

Learn more

Fig.79: Screenshots taken from Meta’s ad library
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Extreme Weather, Extreme Content: How Big Tech Enables Climate Disinformation

BP UK focused spend more heavily on people in
25-44 category than its American counterpart
and reached more men overall. They did not
appear to target 18-24-year-olds or those over
65 in any adverts reviewed for 2024. Most ads
were targeted in England, which achieved 17x
impressions compared to Scotland, which in turn
garnered at least 10x impressions compared to
each of Wales and Northern Ireland.
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Total Spend: 392,000 - 491,902 Total Impressions: 48,639,000+

Fig. 80: BP UK’s demographic reach on SIEP adverts on Meta from
1 January 2024 to 24 October 2024, obtained via The Meta ads
API

Their two largest ad spends focused on the
company'’s contribution to the UK economy with
the slogan Backing Britain. The rest of BP UK’s ads,
which make up a maijority of the spend, focused
on its efforts to lower emissions via a “transition”
to “tomorrow’s energy system”, citing solutions of
varying impact like offshore wind, hydrogen and
more “efficient” oil and gas operations. “And, not
or” once again features as a central slogan in
many of these ads.
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bp
{:} Sponsored « Paid for by bp

Library ID: 1583628002238313

Rolling out EV charging hubs + keeping oil & gas flowing. And, not or
= that's our approach.

BP.COM/ANDNOTOR
And, not or — that's our approach.

Learn more

Fig. 8I:: Screenshot taken from Meta’s ad library

From playing our part in securing today’s energy, to working to
progress tomorrow's energy system. We're not just reflecting on our
past in the North Sea... we're champiening its future.

”60-@_O£j“

60 years old.

BPCOM
60 years in the UK North Sea

Learn More

Fig 82: Screenshot taken from Meta’s ad library
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Chevron appeared to be reaching many more
young men than women, with significantly more
impressions for men in the 18-24 bracket. All
adverts appear targeted at users in the US, in
particular the States of Virginia, Colorado and
California
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Total Spend: 652,100 - Total Impressions:
878,467 76,690,000+

Fig. 83: Chevron’s demographic reach on SIEP adverts on Meta,
from 1 January 2024 to 24 October 2024, obtained via the Meta
ads API

Unlike other fossil fuel companies in this case
study, a sizeable portion of advertising dollars
were spent on simple ads directing users to sign
up to its newsletter - this includes its five largest
ads over the period. However, many other adverts
- which make up the majority of overall spend -
push fossil-oriented approaches or incremental
improvements like renewable fuels, operational
efficiencies, and electricity partially supplied by
renewables to prop up US oil and gas demand
with “ever-cleaner” energy.

A sizeable portion of adverts also focused on
specific states like Colorado, New Mexico, Texas
and Nevada, with a mixture of generic content
about supplying oil and (“natural”) gas, and
green efficiencies.

(OaVA\

v Chevron
= Sponsored « Paid for by CHEVRON CORPORATION e
387149141

Library |D

Be the first to get the insights that power the way we think about
fuel. Sign up for the Chevron newsletter today.

fueling
american job
creation

Join our community

the
human
energy

company

Get our newsletter Sign Up

Fig. 84: Screenshot taken from Meta’s ad library

Chevron

_—
F' Sponsored « Paid for by CHEVRON CORPORATION .
Library ID: 759116813043493

We're using innovative technology to help meet demand more
responsibly and keep fleets moving.

That’s

Supplying energy that's

affordable, reliable,
and ever-cleaner.

CHEVRON.CO CHEVRON.CO
e Working to meet Leamn More Working to |
demand demand

Fig. 85: Screenshot taken from Meta’s ad library
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Enbridge generated the most impressions in the
dataset for any single demographic - 13 million
among men aged 25-34 - followed by just over
10 million for men aged 35-44. Enbridge received
more impressions from men than women across
every age group. The five states in the US with the
largest impressions were Michigan, Wisconsin,
Virginia, Texas and Washington DC.
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Total Spend: 954,100 - Total Impressions:
1,218,756 98,835,000+

Fig. 86: Enbridge’s demographic reach on SIEP adverts on Meta
from 1 January 2024 to 24 October 2024, obtained via the Meta
ads API

Enbridge’s largest single ad (up to $80,000)
and other higher-spend ads used the same
text and links to its 2023 Sustainability report,
which claims the company will reach net zero by
2050. The ad conflates renewable energy with
other “low-carbon solutions” which, on the linked
webpage, appears to include carbon offsets
and operational emissions. Other versions of
this ad have significant spend too, all using the
hashtags #NetZeroby2050 and #TomorrowlsOn.
One version of the ad referenced “blending
hydrogren and investing in renewable natural
gas”. Paraphrased versions of these adverts also

appear in Spanish.

Another prominent set of ads discussed the
Line 5 relocation project in Wisconsin, invoking
job creation and energy security. A handful of
lower spend adverts promoted Enbridge’s 5-part
podcast on the energy transition and a handful of
conferences that Enbridge supported, while one
ad was found promoting a Michigan project.
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Enbridge
Sponsored + Paid for by Enbridge Inc
Library ID: 20264526977079¢

#NetZero2050? Let's do it with another $4B investment in
renewable & low-carbon solutions. #TomorrowlsOn

E.COM

g_to a sustainable energy future Learn More
Tomorrow is on
This ad has multiple versions € 1of2

Fig. 87: Screenshot taken from Meta’s ad library
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#NetZero20507? Let's do it. We're reducing GHG emissions by
blending hydrogen and investing in renewable natural gas
#TomormrowlsOn

We were early

ado sin
wind and solar.

L

Learn More

Fig. 88: Screenshot taken from Meta’s ad library
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SIEP Ads - Tip of the Iceberg?

Our analysis quantifying spend and impressions
is only possible on adverts that Meta classifies
as regarding Social Issues, Elections or Politics
(SIEP). Unfortunately, this excludes a large range
of accounts and adverts from the time period
studied. Many non-SIEP ads are likely no longer
visible, since they are not routinely maintained on
the ad library. Meta does not provide information
about which non-SIEP ads are kept and which are
not.

At the time of writing, for example, some accounts
analysed in this case study are also running non-
SIEP ads for undisclosed quantities of money.
Meanwhile, other advertising accounts do not
show any data in the ads API tool we use as they
lack the SIEP classification. We cannot quantify
the scale or targeting of these ads, preventing
any ‘headline’ statistics of fossil fuel spend at
the platform level.

For example: dozens of ads are currently running
in the United States for BP America which do not
show up on the tool we have access to, mostly
promoting products like fuel or items for sale in
its gas stations. In the United Kingdom, there are
currently active Shell adverts, an entity that we
have not been able to quantify in any way for this
case study. These adverts mostly promote Shell
petrol stations, V-power fuel, and electric vehicle
charging points

(OaVA\

We have also found multiple ads by Aramco
which ought to qualify, even by Meta’s current
standards, as SIEP advertising. These adverts
emphasise the need to “balance affordability,
sustainability and accessibility” when thinking
about the energy transition. One talks about
a nebulous category of “purposeful [energy]
investment..balancing our current energy needs
with a vision for a sustainable future”. Another
claims that Aramco is investing “big time in
renewable, hydrogen and cdarbon capture

and storage”.

& Active
Library ID: 888532066580535
Started running on 30 Oct 2024
Platforms €

aramco
Sponsored
Library 1D: 888532066580535

President and CEO, Amin Nasser, emphasized at the Future Investment
Initiative, the need for a just and equitable energy transition that
balances security, sustainability, and affordability

Fll Institute
#FlI8
#aramco

Fig. 89: This Aramco ad, running from 2 November 2024, is one
of multiple campaigns we are aware of that do not show in The
Meta ads API, and have no accessible demographic targeting,
reach or spend data. Screenshot taken from Meta’s Ad Library
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Conclusion

Studying a handful of prominent advertisers from
the limited data available, we found over $17.5
million of expenditure on just one social media
platform. CAAD analysts classified the majority
of these SIEP-labelled adverts as greenwashing,
pushing fossil fuel essentialism or outright
lobbying around state and federal environmental
and energy policies in the US.

Despite frequent statements from the fossil fuel
industry on reaching net zero by 2050, this is not
borne out in their disclosed business plans or
activity. Nonetheless, advertising is being used
as a tool to launder the industry’s image, likely
causing further and critical delays to the energy
transition. Such efforts are an evolution of the
same playbook used by fossil fuel interests since
the 1950s — a key juncture when companies
funded foundational climate science only to
launch a decades-long campaign of public
deception and influence.

Meta's ad library is far from perfect or complete,
but it stands as the current gold standard for
social media platforms. The company should
endeavour to lead on this front and develop its
system for easier use, greater transparency and
improved access. Other social media platforms,
which are severely lacking by comparison, should
follow suit.

N\

Equally, Meta and its counterparts should,
by default, classify all adverts as SIEP if they
stem from the fossil fuel industry and its
trade associations, lobbies and front groups,
considering the provenrelationship between fossil
fuels and climate change, and ongoing political
lobbying to delay the energy transition. At the very
least, this would enable transparent monitoring
of the issue by researchers and watchdogs, and
provide the evidence base for public debate on
advertising standards or oversight. Some argue
even this step is insufficient and that, like the
tobacco industry, all fossil fuel advertising ought
to be banned outright as a global public health
measure — a call to action that UN Secretary
General Antonio Guterres actively championed in
June 2024 and has already been introduced at a
city level in The Hague.
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Final Takeaways: This Is Not
An Unsolvable Problem

Burning fossil fuels continues to change our
climate and to worsen extreme weather
events. Despite this, major carbon polluters are
advertising their products with impunity on social
media, while also weakening the public mandate
for action with deceptive, targeted campaigns
about their ‘green credentials’ and viable
pathways to Net Zero. Meanwhile, allied political
and economic interests spread ever-more
outlandish and harmful conspiracies about how
and why our climate is changing and what should
be done in response. We have seen a growth in
violent rhetoric, resulting in significant threats to
scientists, emergency response workers, activists,
and government personnel - if nothing else, this
trend must be the wake-up call to act and mend
our information space.

The dire risks to information integrity are not
inevitable or impossible to solve. As highlighted
by the UN Global Principles, the Global Digital
Compact, the EU’s Digital Services Act and a
host of other initiatives and legislation, we know
which levers exist and how they can make our
information ecosystems better. Tackling climate
disinformation can and should involve a range
of stakeholders, from regulatory bodies to media
watchdogs, Big Tech companies to researchers,
science communicators to digital influencers.

N\

In all efforts, our focus must be to disrupt
the economy of disinformation and build
healthier incentives into our information space.
That means removing profit motives for both
content creators who disinform and the tech
platforms who take a cut, as well as exposing the
techniques and messaging of bad-faith actors
(whether corporate, state-sponsored, political, or
individual). Crucially, we cannot fixate on litigating
each individual post, but must address systems
and the behaviours and actors they reward.

We cannot fix this issue through better
storytelling alone, or by pushing more scientific
data and fact-checks into the world. Research
has continually shown that disinformation wins
outs, because such content helps drive the
attention economy and systems optimised
for engagement. Platforms need to curtail the
impact of superspreaders and make it harder,
more labour intensive and less profitable to ‘go
viral’ by lying about the climate crisis. If we do not
address that core, architectural problem, the rest
will struggle to achieve real change.
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The Meta ads API also presents a list of all adverts searched, including the advert text which can be filtered
by keyword or ordered by metric such as total spend. CAAD’s analyst used these capabilities, from highest
to lowest spend, to identify the main types of narratives per advertising account.

Screenshots and links to adverts were taken by clicking from The Meta ads API directly into the Meta
Advertising Library and using the native functionality there. This was also used to clarify Carousel text,
which doesn't appear in The Meta ads API, and occasionally to check video content when the advert text
was ambiguous. Finally, non-SIEP ads were searched directly in Meta’s Ad Library for the eight entities in
the report, as well as some other entities we did not find SIEP ads for in The Meta ads API. This allowed us
to illustrate the point around incompleteness in Meta’s approach to SIEP versus non-SIEP ads.
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